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1. Introduction

This guide provides step-by-step instructions on how to request a role to access <Your
application name> using an existing CMS.gov Enterprise Portal account.

Note: If you already have an active CMS.gov Enterprise Portal account with a <Your
Application name> role or have been thorough Remote Identity Proofing (RIDP), refer to the
document ‘EIDM Quick Reference Guide - Existing Users Adding MFA to Their Existing
Application Role’.

2. RIDP and Multi-Factor Authentication (MFA)

Depending on the application role that you request, the system might redirect you for identity
proofing. You might also be required to register for MFA for added security. Listed below are a
few points to keep in mind prior to going through the RIDP process:

1. You will be required to provide personal information such as Name, Date of Birth,
Address, etc. exactly as recorded on either your driver’s license or any Government ID.

2. As part of RIDP, the system will require answers to questions related to your personal
and financial information. Please have your personal and credit information handy prior to
attempting RIDP.

3. Depending on the MFA option you choose to register, you may need access to
download/install software on your computer/phone (your phone device should be able to
receive Short Message Service (SMS)) and you should have a valid email address.

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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3. Step-by-Step Instructions for Role Request
Please follow each step listed below for requesting an application role.

Steps Screenshots

1. Go to https://portal.cms.gov/ and
select Login to CMS Secure Portal CMSQOV ‘Eme’p”se Portal

on the CMS Enterprlse Portal Centers for Medicare & Medicaid Services
Health Care Quality improvement System  Provider Resources
Note: The CMS Enterprise Portal R e T

supports the following internet

Home | AboutCMS | Newsroom | Archive | € Help & FAQs | () Email | [ Print

Leamn sbout your healthcare options

browsers:

e Internet Explorer 8, 9,
10, and 11

e Mozilla-Firefox

being offered to allow the public to access a
number of systems related to Medicare
Advantage, Prescription Drug, and other
CMS programs.

e Chrome

e Safari

innovation Canter | ML | Mo | PECO | Guasty Reporting | caxc

Welcome to CMS Enterprise Portal |

The CMS Enterprise Portal is a gateway / -

-~

o/

Saxon CMS Qv

CMS Secure Portal

To log into the CMS Portal 8 CMS user
account is required

8 Login to CMS Secure
Portal

Forgot User 1D?
Forgot Password?
New User Registration

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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Steps

Screenshots

2. Read the Terms and Conditions
and select | Accept to continue.

Mealh Care Qualdy kegrovement Syatem  Provider Rescerces

OMB No 0508120 | Expeytion Date 04000017 | Paperwant Radoction A

Youwe gals & wystem, wtch nckden (1) B computer, () T computer seteork, (1) ol compution torrecind 1 s tefaork,
00¢ (€) o devices 800 BGe media atached 1o i network of 1 8 computer On Bus netacr. THS fomation system & provided for U S Govemmert-audoroed
use ondy

UnsuhorDed or mproper use of Pes systom may sesull 0 Gacpinary acson. 83 wel 23 Ol a0 crmiral peralies.

By sang Dy mfoematon ysdem, you understand and consent 1 Pe Rioweg

You have 20 Masonable eectition of pivaty SOISRg By CommILNIcaton Or ats RASEng Or stored 0 e information yystem

A oty e, et fx 30y et G pupose. e GO gy mOnkor Fieept, 307 108D 84 AT 2y COMPLACISON Of S8t Taraling Of sXred O
P rédormation sysiem

Aoy tomeur stion or Sats Taneling or stived on i iformation system may be Gschsed or vsed K any lseAd Government pupose

To tortinge. you must sccept the terms and conditont. I you decing. your logn wdl sutomadically be cancelied

— G (1D

3. Enter your User ID and select
Next.

o | decut St | Miswrsrnom | asviien | i viie & P | L] B | L] Pt

CMS.QDV Enterprise Portal

Centars for Madcare & Madicasd Serdoas
Healm Cace Cuabity Impeowemant fysiem  Provider Rasoaices

Welcome to CMS Enterprise Portal

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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Steps

Screenshots

4. Enter your Password and select
Log In.

riora mm|m|um|ﬁmuﬂ et | CL e

CMS‘QOV | Enterprise Portal
Cenbars for Medicana & Madicad Senices
MHealT Cace Croalify bmprovement Srdem  Provider Resosrir

Welcome to CMS Enterprise Portal

Passwied —

5. Select Request Access Now
under Request Access to begin the
process of requesting a new user
role.

Note: You may also select your
username at the top right corner and
then select My Access from the
drop-down menu to begin the
process of requesting a new user
role.

Cég? (Erderpre Pord

Wirs

QNS For > WyPoral

L)
S

Welometo (S Entepie Pore]

USe D Ik Deow 1) Quest Jotess b Syemsopieane

The Entecprsa Portal combeoes 3ad dspiays contint and fomms Som mufipie appicatons

SHp0rs uses wili nangaion gad Css-Enennse seah oS, Suppons smpied sgnin rm

58S tole-besed access and personaization 1 present each user wil only selevant content and
mppicaions. The vson of e Entaprse Pots 5 1o provde "one-siop shoppeg” capabilies 1

POV Cesiomes expenence ané satsiacton Contact ”t’]p Desk

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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Steps

Screenshots

6. Find your application in the
Access Catalog and select Request
Access on the application tile.

Note: The Access Catalog list is
in alphabetical order. Scroll down
until you find your application or
enter the first few letters of your
application in the Access Catalog
text box to narrow down the
selection criteria.

The applications are listed by their
acronym and not their full name.
You must use the acronym of the
application to search.

Tre Evterprse Prv o
IL0MEES 300 governs ¢
agreame More

Melp Desk information

ol

it

Reguest Access

Geatraa Integration Sute (GIS) pro

=ternet:-based fle tansder cacatee

Melp Desk information
LRI ASROING0 SO

Regaest Accers

rtemet Server o
AL BASOCINNT vt

Help Desk Information
tregatna®y atco com

Request Access

y 3coers. Tha bk
othar apoicatons Vo

Help Desh Information

Fequest Access

Request Access

wm (7S anovaten
: v of entry 50 M pthemicated

Agents and b

olers must f

31 fequest aooess 12

VT 250 thes meauss! the Agests 3ad Brok

Prescoprion Dy

Help Desk Information
REE AT 1E1K

Reguest Access

Conter wal 3ppicaton

Help Desk information

-

Regoest Access

Reguest Access

Medcare Avartage' Vadc e Advartage -
R oy A iy Cost

provioes 3
» More

7. Select the application role you
want to request from the Select a
Role drop-down.

Select Next to continue.

Note: The Next button will be
visible after making a selection
from the Select a Role dropdown
list and providing the required
information.

CMS Erflerprise Porlo

oV

by Poral

(L5 Porkal Dl et matg page » My dooeas

+ Wy BT eyt New Application Acoea

| Moty B T

rirE

I, Vo e Mg & =

i T e e

5] Rt e Aicte SR sy

k T
- i, WO

[ M Percing ey P e T

4 "-'.-.

* B

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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4. Remote ldentity Proofing (RIDP)

Please follow each step listed below unless otherwise noted.

RIDP
Depending on the role and the information you provide, the system may take you to the Identity Verification
process. Please follow steps 8 to 12 to begin the RIDP process. This process is used to verify your identity
by asking questions based on your personal and credit report information.

Note: If you fail to complete the RIDP verification within x minutes, you will lose all the information you
entered and will need to start the process again.

Steps Screenshots

8. Select Next to start the Request New Application Access
Identity Verification

process.

Identity Verification

™

To protect your prvacy, you wil need to compiete identity Venfication successfuly, before requesting access to the selected roke. Below
are a few flems 10 keep in mind

1. Ensure that you have enlered your iegal name, current home address, pamary phone number, date of birth and E-mai address
rrecty. We will only colect personal information 10 venfy your identity with Experian, an extemal ide jenfication provicer

fication involves Experian using information from your cregit report 1o help confirm your idenify. AS 3 result. you may
sée an enlry calied 3 ’s:v-“. n:u ry" 00 your Expenian credit report. Soft inquiries 4o not affect your credit score and you do not incur
any charges reiated to th

3 You may need 'T)f'd\"‘a 253 10 your personal and ¢redit report information, as the Experian appication will pose questions 10
you, based on data n thelr fles For additional information. please see the Experian Consumer Assistance webslie
hitp /e expenan comhelp

f you elect 10 proceed now you will De prompied with 2 Terms and Conditions statement that expiains how your Personal identifiabie
nformation (PY) is used o confirm your idenbty. To continue this process, select ‘Next

— @0 @0

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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Steps

Screenshots

9. Read the Terms
and Conditions. Select
the | agree to the
terms and conditions
checkbox and select
Next.

Note: Next will be enabled
only after checking the |
agree to the terms and
conditions checkbox.

st New Application Access

-

q P

Terms and Conditions

OMB No. 0838-1232 | Expiration Date: 04/30/2017 | Paperwerk Reduction Act

Protecting Your Privacy

Protecting your Privacy is 3 1op priotity 3t CMS. We are committed to ensuring the security and coafidentiality of the user
registering to EICM, Please read the CMS Privacy Act Statemant . which describes how we use the information you
provide.

Perscaal information is descrided as data that is unique to an individual, sech 35 3 name, address, telephone number,
Social Security Number, and date of binth (DOB). CMS is very awate of the privacy concems around Fil dats. In fact, we
shate your concems. We will only coliect personal information 10 verify your identity, Your information will be disciosed to
Experian, an extemal authentication service provider, 1o help us vedify your idestity. If collected, we will valiidate your
Social Security Numbar with Experian only for the purposes of verifying your identity. Experian verfies the information you
SIVE US 300inst thei recocds, We may 350 use your 3nswers 1O the chalienge questions and other Pil 10 ater identify you
in case you forget or misplace your User ID /Password

HHS Rules Of Behavior

We encoursge you 10 read the HHS Rules of Behavior | which provides the appropriate use of 38 HHS information
technology resources for Department users, mciuding Federal employees, contractors, and other system users.

| have read the HHS Rules of Bahavior (HHS RoB). vession 2010-0002.001S. dated August 20 2010 and understand and
agree to comply with its provisions. | understand that viclations of the HHS RoB or information security policies and
standards may lead to discpinary action, up 10 and incihading teemination of ampioymant. removal or Jebarment from work
on Federal contracts or proj . andfor rev of access to Federal information, information systems, and/or faciities;
and may 2iso inciude criminal canalties andicr impraonmant. | understand that excepticas 10 tha HHS RoS must be
authorized in advance in writing by the OPDIV Chief Information Officer or his/her designee. | also understand that violation
of lyws, soch a8 the Privacy Act of 1974, copyright law, and 18 USC 2071, which the HHS RoB draw upoa, San result
monetary fines and/or criminal charges that may result in impriscament.

Identity Verification

| yndarstand that the Cantity proofing Services Deing faquastad arn regulated by the Fair Cradit Reporting Act and that my
explicit consent is required 10 use these services. | understand that any special procedures established by CMS for identity
proofing useg Exparian have Deen mat and the Services requasted by CMS 1o Exparan will be used solly to confiem the
appicant’s identity to avold fraudul trans. in the s name.

1 agree to the terms and conditions @-

-“

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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10. Confirm your E-mail CMS.gov Enterprise Portol Hane | Aot vt

Address and enter your Cortrs fr Maicave § Masend Sarvce Leam 0ot youat healdet
Social Security Number. Meath Care sy Inprovesnest Sysem Provies Rescurces

After verifying the pre- CAS Posit > New User Reglstaton

populated information, Sowen wacer moce OF Accesnoty Semgs

select Next to continue A i LR

the identity verification i

process. Your Information

200 your el fext rane 2nd 2 name, 25 £ My De eQuired for ettty Verficition

. . frt hame Vade o

Note: You will be required
to enter your Social . -
Security Number if MFA is $otn -
mandatory for your role.

Erter your £l 200wm, 26 2 il De umed for 20000°¢ nelited COmPRAIDO

£l Asdess

amugonaicon

st ybyvieg

- _:‘ i:;-':t-.)u..‘ﬂ‘.’-:c' 35 170y be requres U Ce wriican

B¢ your Sate OF Deth i MMDDYYYY Sormit 21 £ may be reguned fr ow o

1ot of B

2
et for Y ik

Hoow Addreis Line !

12 mae

Home Addess Line 2

Cey Srw S0 0ot 29 Cooe Diwesce e

BALTRMORE | . 1 )

Er0er your D00y SA00 SN0 31 8 M7 B0 GRS B K00 VIR 00
Frmacy Prooe Nueter
0 o) e

D I ==

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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11. Provide an answer to
each question under the
Verify ldentity section.
Select Next to continue.

Note: Verify Identity
questions are provided
from Experian based on the
information provided in step
9.

Cancel: Select to terminate
the request and return to
the View and Manage My
Access page

-

Verdly Yout Meatty

Verily e ntity

You may have opened 3 morigage ban i or 3sound August 2012, Please selact the lender to whomyou cumently male your modigags
payments if you do mot have a morigage, select NONE OF THE ABOVEIDOES NOT APRLY

SNNES NTO

NORIEST BANK

BOPR0RT W10

PARCIAY NTG

NOKE OF 16 ABOVIOORS MO APRLY
Which of the following i5 3 cumint or previoe's employer? ¥ thare 15 00t 3 matched employer name, please seiect NONE OF THE
BOE

Ro CoNs

BIGRCUSTOM PLASTC

S0UTH SRIEY GASCO

US MARKES

NONE OF THEABOV B0ES 10T APPLY
According to cut reconds, you previously ved on (TTH). Please choose the cly from e followng kst where ths steet is localed

VIRGMA

CHSOW

[y

RAD RAPDS

NOKE OF THEABOVBOOES X APRLY
Please select the number of badrooms in your home from the folowng charces. i the numrber of bedsooms i your home is rot coe of
the chowces please select TNONE OF THE ABOVE

2

3

H

5

HOME OF THE ABOVBO0ES M0 APRLY
Please select tho county for the address you provided.

e

AU
NORRS
NOME OF THE ABOV BI0ES MO APRLY

— G =

12. Remote Identity
Proofing is now complete.
Select Next to proceed.

Note: If you do not pass
RIDP, please contact
Experian to verify the
information they have on
file is correct.

v My Access
&, View and Manage My
Access
() Roquast New Appicaton
ACCRss

v Requests
B My Pendng Requists

Request New Application Access

Screen reader mode OF | Accessibity Settings

Complete Step Up

You have successfully compléted the Remote Identty Proofing peocess

— T

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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5. Multi-Factor Authentication (MFA)

MFA is not mandatory for all users. If your role is identity proofed to a level utilizing MFA, please follow each
step listed below unless otherwise noted.

MFA
MFA is a security mechanism that is implemented to verify the legitimacy of a person or transaction.

MFA requires you to provide more than one form of verification in order to prove your identity. MFA
registration is required only once when you are requesting a role, but will be verified every time you log
into the CMS Enterprise Portal.

During the MFA registration process, the CMS.gov Enterprise Portal requires registration of a phone,
computer, or email to add an additional level of security to a user’s account.

You may select from the following options to complete the registration process:

¢ Smart Phone: Download Validation & Identity Protection (VIP) access software on your smart
phone/tablet. You must enter the alphanumeric credential ID that is generated by the VIP access
client. You will then enter the Security Code generated by the VIP client.

e Computer: Download VIP access software on your computer. You must enter the alphanumeric
credential ID generated by the VIP access client. You will enter the Security Code generated by the
VIP client.

¢ E-mail: Select the e-mail option to receive an e-mail containing a Security Code required at login.
You must provide a valid, accessible e-mail address.

e Short Message Service (SMS): Use the SMS option to have your Security Code texted to your
phone. You must enter a valid phone number. The phone must be capable of receiving text
messages. Carrier charges may apply.

e Interactive Voice Response (IVR): Select the IVR option to receive a voice message containing
your Security Code. You must provide a valid phone number and (optional) phone extension.

Please follow steps 13 to 16 to register for MFA.

Steps Screenshots

13. Select Next to begin Request New Application Access

registration for the Multi-Factor

Authentication process. Multi-Factor Authentication Information

- G KD

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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14. Select an MFA device from the
MFA Device Type drop-down and
select Next.

Note: You can select the arrows
on the left of each MFA Device
Type for additional information.

Register Your Phone, Computer, or E.mall

Adding a Security Code %o your logn also known as Mulb-Factor Authentcation (MFA) can make your login more secure by prowding an exdra
layer of protoction 10 your user name and passeord

You can assocate e Securty Code 10 your profle by regstenng your phone, computer o E-mad Seloct the lnks below 10 find out more
nformaton about the optons

7 Phone/TabletPCiLagtop
To use ?e Vahdation and 1D Prolecton (VIP) access software on your phone, you must downioad the VIP Access software 1o your phone, &
you do not already have & Select the following knk -Hitps 'm v symantes combome ¥

To use VIP access soRware on your compater, you must download the VIP Access software, if you do not already have t Select Bw
followng Ink -hiips Jidpeotect vp symantec comidesidoo’downiond v

7 Text Message Short Message Service (SMS)
The SMS cpton will send your Securty Code deactly 10 your moble device va text message. Ths option requires you 1 provde a ten (10)
dgts US phone number for a mobde device that = capable of recening text messages  Camer service charges may apply for thes option

7 Interactive Voice Response (IVR)
The IVR ophon will comemunicate your Secunty Code Prough 3 vorte message that will be sect deectly %0 your phone. The opton requres
you 10 provde 3 vald tn (10) dgts U S phong number and (Optional) exdenson $hat will be used dunng fogn 10 cbtan the Secunty Code
The extenson may begn with any one of the followng astensks™ _ penod ' comma ", pound W followed by numenc 010 9. For example
£535554444 1112
To access the 3pplcation you must entir the provded Secunty Code on the logn page. Camer sanace charges may apply e ths opboa
7 E-mail
The E-mad address on your profle will be used when regrstenng for Mulb-Factor Authent<ation (MFA) using E-mad opton When loggng
nio a secure agpication, your Secunty Code Bt is tequired at the login page will be e-maded 1 the e-mad address cn the profile
Plaase notn that you aro only aowed Mo atiempts 10 regsder your MFA device i you are unadie 10 regesien your device within two aBempts
please log ot then log back n 1o ¥y agan

Select Pa UFA Deves Type Bf you mast 0 wae b lagoeg mis
Yo Bppicanon

Dalow

Prone Tates P Lagtos

“ MFA Device Type |Ten Wessage 5700 Viessnge Sarvon (505
Pierpve Voce Aeaponse (IR

§-mas

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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14. (a) If selecting MFA Option (a) Screenshots
Phone/Tablet/PC/Laptop as SIS PR Comp

the MFA Device Type, enter
the alphanumeric code that
displays under the field labeled
Credential ID (on the VIP
Access software) in the
Credential ID field. Enter a
brief description (example:
Laptop) in the field labeled
MFA Device Description.
Then select Next.

o Autheriticaton (MFA) can make your logn more secure by prowding an exdra

g your phone, computer or E-mad Select the links below 10 find out more

MFA Davice Type that you want 10 yse 1o logn 10 secure apphications from the dropdown manu Delovw

* MFA Device Type: Fres

the aiphanumeric code that displays under the Label Credentiad 1D on your device.

* Credental ID VISTE3S34857

* MFA Device Descnption.  PC Opton —

¥ VIP Access

Credential ID
VSHM49586924

SecurityCode @22 |

533515 ¢
O i

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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OR

14. (b) If selecting Text Message
— Short Message Service (SMS)
as the MFA Device Type, enter
the Phone Number that will be
used to obtain the Security Code.
Enter a brief description
(example: Text) in the field
labeled MFA Device Description
and select Next.

OR
MFA Option (b) Screenshot

Register Your Phone, Computer, or E-mail

Adding a Security Code 10 your logn also known as Mulh-Factor Authenticaton (MFA) can make your login more secure by prowdng an extra
Iayer of protection 1o your user name and password

You can assocate the Securty Code 1o your profile by regastering your phone, comprter or E-mad Select the nks below 1o find out more
information about the options

7 Phone/Tablet/PC/ALaptop
To use the Validation and 1D Protecton (VIP) access software on your phane. ,cu vr‘us( download the VIP Access software 10 your phone, if
you 00 not aready have it Selact the foliowing lnk -littps i'm vip syman 2

To use VIP access software on your comp
following link -hitps.

7 Text Message Shost Message Service (SMS)
The SMS option will send your Security Code directly 10 your modde davice via text message. This opton requires you 1o prowde a ten (10)
digas US phone number for 2 mobde device that is capable of recening 1ext messages Camer senice charges may apply for this option

7 Imeractive Voice Response (IVR)
The IVR option will communcate your Security Code through a voste message that will be sent drectly 10 your phona. The cption requires
you 10 prowde a vabd ten (10) dgts US phone number and (Optional) extension that will be used during loge 10 oblain the Securty Code
The extension may begin with any one of the followmng astensks™ | period ** . comma *" | pound ‘¥ followed by numenc 010 9. For example
4885554444 1112
To access the appheation you must enter the provmded Securty Code on the logn page. Carmer service charges may apply for ths opton

you must download the VIP Access software, f you do not akeady have t Solect the

ER0iect iD Sy mank desitop/donnioad.y

7 E.madl
The E-mad address on your profile will be used when regrstennyg for Muib-Factor Authentcaton (MFA) using E-mad opbon. YWhen logging
"0 a secure application, your Security Code that is required at the login page 'will be e-masded 1o the o-mail address on the profile

Please note that you are only aliowed two aftempts 1o regater your MFA device. If you are unable 10 regrster your devce withn two attempts
please log out, then log back in 1o try agan

Seloct the MFA Dovice Type that you want to use to login to secure applications from the dropdown manu below.

+ MFA Device Type  Tes Vesssge-5no Message Sarvee (5M5) | v )
Enter the phone number that will be used to obtain the Securty Code.
+ Phone Number W 2227 (B =]

* MFA Device Descripbion:  Teat

S
T

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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OR

14. (c) If selecting Voice
Message — Interactive Voice
Response (IVR) as the MFA
Device Type, enter the Phone
Number and corresponding
Extension that will be used to
obtain the Security Code as
Phone Number and Extension.
Enter a brief description
(example: IVR) in the field labeled
MFA Device Description and
select Next.

Note: Extension is optional. You
may choose to provide a 10 digit
phone number or phone number
with an extension.

OR
MFA Option (c) Screenshot

Register Your Phone, Computer, oc Email

Adding a Secunty Code 10 your logn also known as Mult-Factor Authentication (MFA) can make your login more secure by prowding an extra
Kayer of protecton 10 your User name and password

You can associate the Secunty Code to your profie by regatenng your phone, computer or E-mail. Select the Snks balow to find out more
formabon about the cpons

v Phom:ﬂnbk't’PCﬂ.nptop
To use the Vahdation and ID Protecton (VIP) access sc'tuw:n your :)w.rc you must download the VIP Access software 10 your phone. if
you do not aiready have £ Select the following nk -hitps

SOMANtes comhomea v
To use VIP access software on your computer, you must download the VIP Access software, if you do not akeady have ¢ Select the
foliowing link -hittps fidpeotect vip symantec comydeskton/donniond v

7 Text Message Short Message Service (SMS)
The SMS option will send your Secunty Code directly 1o your mobde device via text message This opbon requires you 10 peovade a ten (10)
digits U S phone number for a mobde device that i1s capable of recenang text messages Carnier service charges may apply for this option

7 Imeractive Voice Response (IVR)

The IVR option wil communicate your Secunty Code through a voice message that will be sent deectly 10 your phone. The option requres
you 1o provide a vald fen (10) digts U S phone number and (Optional) extension that will be used dunng logn 1o cbtan the Secunty Code
The extension m.n;’ begn with any one of the following: astensks™ _ penod ™' | comma ',” | pound W followed by numenc 010 9. For example

AGEEGas2s
Y

To access he appicabon you must enter the promded Secunty Code on the login page. Camer service charges may apply for thes option

7 E-mail
The E-mad address on your peofile will be used when regestenng for Multi-Facior Authenticabon (MFA) using E-mal option. When logging
o 2 secire apphcation, your Secunty Code that s required at the login page will be o-maded 10 the o-mail address on the profile

Please note that you are only allowed two attemnpts to regester your MFA derace. if you are unable 10 regester your dewice within two atlormpts
please log out, then log back in %0 try again

Select the MFA Devico Type that you want to use to login 1o secure applications from the dropdown menu below:
rowactive Vo

- MFA Devce Type ce Rasporse (VR vl

Enter the phone number that will be used to obtain the Security Code.
- Phone Number 87 385 (2823 Exenson 242 ==

]
NS GETED ¢

« MFA Device Descngtion. VR

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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OR

14. (d) If selecting E-mail as the
MFA Device Type, the E-mail
address on your profile will be
automatically used to obtain the
Security Code. Enter a brief
description (example: E-mail) in
the field labeled MFA Device
Description and select Next.

Note: The E-mail address cannot
be changed at the time of MFA
device registration. It can only be
changed using the 'Change E-
Mail Address' option from the
'‘Change My Profile' menu.

15. Your registration for Multi-
Factor Authentication is now
complete. Select Next to proceed
with your role request in order to
access your application.

Note: You will receive an E-mail
notification for successfully
registering the MFA Device Type.

OR
MFA Option (d) Screenshot

Register Your Phone, Computer, or E-mail

Asdng 3 Security Code 10 your logn 350 known as Mult-Factor Authentication (MFA) can make your logn more secure by providng an exra
tayer of protecton %0 your user name and passwoed

You can associale the Secunty Code 1o your profile by regestenng your phone. computer or E-mad. Select the lnks balow 10 find ot more
micemabon about the opbons.

7 Phone/TabletPC/Laptop
To use the Validation and ID Protaction (VIP) access software on your phone, you 'm.'to.mr‘oad the VIP Access softaare 1o your phooe, d
wchr\.aa»aj have it Selact he followsng bnk -hitos /m Vip Symantec e

To use VIP access software on your computer, you must doanicad the VIP Access software,  you do not already have 2 Select the
followng tnk -hitps Mdprotect vip sumantes cooydeskiopidownioad v

7 Text Message Short Message Service (SMS)
Tho SMS opbon will 3end your Securty Code directly 10 your mobde device via 10x1 mess5age. This option roquires you to provide a ten (10)
digits US. phone number for a mobde device that i capable of recerving toxt messages. Camer service charges may apply for s option

7 Interactive Voice Response (IVR)
The IVR option will communicate your Secunty Code through 3 voice message that will be sent directly 1o your phone. The option requires
you %o pravice a valid ten (10) dgits U.S. phone number and (Optional) exdensson that will be used dunng login to obtain the Security Code
h:-r‘c(-‘uw,oﬂ n‘.n begin with any cne of the following: astensks™ | period '* . comma " ; pound ‘¥ followed by numenc 0 1o 9. For example
43 £4444 1112

To access the applcation you must enter the provided Secunty Code on the login page. Carmner sennce charges may apply for this opion
7 E-mail

The E-mad address on your profile will be used when regrstenng for Mulh-Factor Authentication (MFA) using E-mai option. \When loggng

nto 3 secure appicabon, your Security Code that s requred a1 the logn page will be e-maded to the e-madl address on the profile

Please note that you are only allowod two atlempts 10 rogister your MFA device If you are unable %0 regester your device within two atternpts
please log out. then log back in 10 try agan

Select the MFA Device Type that you want to uze 1o login to secure applications from the dropdown menu below.
* MFA Devico Type o v)

E-mal Addess.  lahuru@gssinc.com =
The E-mad address on your profile will actomatically be used for the E-madl option. Your e-mall address cannct be changed at
the time of MFA registration.To change your E-madl please select 'Change E-Mal Address’ from the 'Change My Profile’ menu.
* MFA Device E.mail -
Descnpton

I GETED ==

0 Portal Faplp & FAgs

E fret
cg'gé Enterprise Porla

OO Portal > EDM pser ming page > My Aoceis

= My Acoess Request New Application Aocess

;‘ Vrw B Mg Wy

Koces RIGHNT Tour Phose. Computer, of E-mai

L) Gt e Mppicatot

] Vol P S ennlly '“"‘S- o] O e Compulen't-mal i your s profie Piease seect Vel 1o contnge i joOr i negu

- ety
S e

If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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16. If your role requires approval,
a message will display with a
tracking number for your request.
An email will be sent once your
request has been approved or
rejected. Select OK to continue.

v My Access

Request New Application Access Acknowledgement

18
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If you have questions or need assistance regarding RIDP/MFA, please contact your Application Help Desk.
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